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Abstract. Payments critical infrastructure is subject to rapid technological
change. Increasingly sophisticated threats must be addressed to ensure the bank-
ing and financial system safety and integrity. Several high-profile cyber-incidents
have recently shaken the global financial community and stimulated renewed ef-
forts to reinforce and bolster its security framework. Two different cross border
payments management approaches have emerged over the years: the SWIFT fi-
nancial messaging standard and the innovative peer-to-peer transaction model
based on the blockchain technology. Debates about which one will prevail as the
best practice are currently a very popular topic. Security, and more specifically
resiliency to evolving cyber threats, will likely be the main point of concern. Both
the SWIFT and the blockchain models present potential exposure to such vulner-
abilities. Ultimately, the discussion boils down to an assessment of whether a
decentralized, distributed system like the blockchain better meets the integrity
requirements of a modern payments infrastructure and is more suitable to miti-
gate the root cause of cyber incidents, which is human error.
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1 Introduction

The payments landscape is changing rapidly. Customer demands are up, in terms of
24/7 availability, real time settling and enhanced cost efficiency. A constant stream of
technology innovations is bringing interesting new tools to the payments sector and
driving change in market dynamics, regulation and industry initiatives. Banks, financial
institutions, fintech companies are required to do more and faster for less, while main-
taining compliance, operational excellence and, most of all, security.

Such an evolving scenario is characterized both by opportunity and threat: the big-
gest challenge is improving the payments infrastructure resiliency to evolving cyber
threats, thus ensuring transaction safety and integrity and financial data security. Evi-
dence shows that in the last few years attackers are increasingly building advanced ca-
pabilities to target core banking systems, particularly around payment messaging and
transaction authorization. Cybersecurity is therefore becoming the primary concern in
the financial sphere for the years to come.



In this paper, we will draw a brief rundown of the digital cross-border payments
historical evolution, then we will analyze the current situation in terms of leading tech-
nologies and recent cyber incidents that have affected the payment system. Finally, we
will compare the two preeminent models (the SWIFT and the blockchain) from a cyber
resiliency perspective. Given the emerging nature of this research field, this paper in-
tends to stimulate the debate and provide original data and insights.

2 Evolution of cross border digital payments

2.1  SWIFT history and functioning

In 1973, 239 banks from 15 countries got together to solve a common problem: how
to communicate about cross-border payments. The banks formed a cooperative utility,
the Society for Worldwide Interbank Financial Telecommunication (SWIFT), head-
quartered in Belgium [1]. Before SWIFT came into existence, international interbank
telecommunication was handled through Telex-Messages. They were not very secure
and not automated. Telex Networks were developed from the 1930s onwards and they
have been on the decline since the 1980s [2]. SWIFT was founded with the vision of
creating a global financial messaging service, and a common language for international
financial messaging. Today SWIFT connect more than 11,000 banking and securities
organizations, market infrastructures and corporate customers in more than 200 coun-
tries. The system provides about 1.8 billion messages per year [1, 3].

All payments involving a seller and a buyer who do not have their respective ac-
counts in the same bank, trigger secondary “street side” transactions, such as clearing
and settlement. SWIFT plays the intermediary for transactions in which banks are in-
volved (business-to-bank and bank-to-bank). While national payment systems often
rely on a clearing system where banks clear their account after a certain time period at
one central location — i.e. the clearing-house - cross border payments are largely man-
aged through correspondent banks, a method facilitated by SWIFT. SWIFT messages
are programmed in a language know as FIN. It is heavily influenced by the Telex mes-
sages it replaced. A very simple SWIFT message could look like this:

:20:MT101-Test
:28D:00001/00001
:30:040403
:21:Start B-Seq
:32B:EUR1
:23E:CMTO
:50G:/Account Number
BANKDEMOXXX
:59A:/Account Number
BANKDEMOXXX
(71A:SHA



The SWIFT translation system combines several components: its own information
transmission network, software that makes it possible to connect to the network and an
algorithm for assigning each participant a unique SWIFT code. It is the SWIFT bank
code that makes it possible to accurately determine the sender / payee and make the
transfer within the shortest possible time. The risk of error in this case is minimal, be-
cause the SWIFT code is unique for each participant in the system and contains com-
plete information about it. The SWIFT system aims to help organizations and individ-
uals transferring money to each other in any required currency, regardless of borders
between countries and other obstacles [4].

2.2 Blockchain history and its applications in the payment infrastructure

In 2009, an anonymous author who called himself Satoshi Nakamoto published the
article “Bitcoin: A Peer-to-Peer Electronic Cash System”, thus giving birth to the dis-
tributed ledger technology (also known as “Blockchain”) [5].

Blockchain technology is an integrated multi-field infrastructure construction, con-
taining elements of cryptography, mathematics and game theory. A peer-to-peer net-
work that uses a distributed consensus algorithm to solve traditional distributed data-
base synchronizing problem. Blockchain key elements are decentralization, transpar-
ency and immutability [5]. One of its main applications is funds transferring achieved
by using an encrypted technique without relying on a central bank or other trusted third
parties. In other words, blockchain is a cryptographically secure system of messaging
and recording in a shared database that makes it possible to transact value from point
A to point B without the intervention of a third party. What's more, having a single
blockchain database to which all users have access not only eliminates the need for a
central counterparty, but also eliminates the need for maintaining multiple individual
databases [6].
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Fig. 1. Graphic elaboration of a digital transaction run on a blockchain network



It is important to stress that blockchain comes in many different types: the main
distinction is between a public and a private blockchain. A public blockchain is a per-
mission-less peer-to-peer network. Anyone can join the network, meaning that they can
read, write, code, or operate within. On the other hand, a private blockchain is a per-
missioned network. Permissioned networks place restrictions on who is allowed to par-
ticipate in the network and in what transactions. Private blockchains partially reintro-
duce the intermediary that the very concept of a distributed ledger had eliminated [7]
This distinction will come in handy later in the paper when we specifically discuss
about security challenges related to the blockchain implementation.

Many banks and financial institution have been studying distributed ledger technol-
ogy attributes and launching blockchain-related projects. Ripple, a California company
created in 2012 promising to make payments faster, cheaper and more secure, teamed
up with Banco Santander in Aril 2018 to launch a service based on its blockchain mes-
saging technology that allows the Spanish bank’s customers in the UK, Spain, Poland
and Brazil to send money in many currencies around the world. Santander is only one
of more than 100 financial institutions that have registered with Ripple to use its block-
chain-based messaging system, known as XCurrent [8]. Other noteworthy blockchain-
related projects are the ones involving The Enterprise Ethereum Alliance [9], whose
members include the likes of Credit Suisse Group AG and JPMorgan Chase & Co., who
also said to be planning to include the mathematical operation known as "Zero
Knowledge Proof" [10] in Quorum, its own private distributed ledger [11].

3 Vulnerabilities of the existing financial infrastructure

Banks and financial institutions have always been prime targets for attackers, who
are increasingly taking advantage of technological enablers (connectivity, complexity)
and are developing new tools and techniques to conduct their malicious activity. In the
past decade, the capability and motivation of threats to the financial sector have trans-
formed from small-scale opportunistic crimes to efforts to compromise entire networks
and payment systems.

In 2011 and 2012, hackers staged distributed denial-of-service (DDOS) attacks
against U.S. banks to disrupt banking services. Although these attacks were basic and
caused minimal long-term damage, they were a preview of the cyber-incidents wave
that was about to come [12]. Since then, a wide variety of sophisticated cyber-attacks,
often characterized by the deployment of malware on payment systems to create a
smokescreen for the fraudulent activity and gain access to user credentials, took place
repeatedly in many parts of the world, causing concern in the financial sector [13].

3.1  Recent attacks on SWIFT systems

There have been at least six high-profile attacks on SWIFT systems in recent years
(among many other lower-profile attacks), some of which resulting in significant finan-
cial loss. The number of successful attacks against these systems shows how SWIFT



security architecture needs improvements and customers must do more to protect their
local infrastructures.

Sonali Bank (2013). Attackers were able to infect the bank’s internal systems with key-
logger software that was used to harvest user credentials. These credentials were then
used to laterally move through the bank’s network in order to gain access to the bank’s
internal SWIFT systems, where $250,000 worth of transactions were made [14].

Banco del Austroz (January 2015). Attackers stole the credentials of a bank employee
and used these credentials to access the employee’s Outlook email account. Using this
access, the attackers located, cancelled and rejected SWIFT transfer requests, altered
their details, and reissued them, resulting in $12,000,000 worth of legitimate transfer
requests being sent [15].

Tien Phong Bank (December 2015). Attackers used malware that specifically targeted
the Foxit PDF reader, which was known to be used by the bank employees when view-
ing SWIFT statements. Attackers were able to install a malicious version of the Foxit
PDF reader on employee workstations, which altered statements (when opened) in or-
der to hide evidence of any malicious activity. This malware was found to be installed
on infrastructure provided by a third-party vendor. Employees at the Tien Phong Bank
identified suspicious SWIFT messages and rapidly contacted all parties involved. This
prevented the transfer requests from being completed and the attempt to steal
$1,130,000 was halted [16].

The Bank of Bangladesh (February 2016). Investigations found that the attack had
been patiently executed over the period of almost a full year. Attackers gained access
to the bank’s internal systems in order to monitor employee activity. Using this initial
foothold, attackers were able to move laterally across the bank’s internal network in
search of SWIFT-connected systems. Once access to SWIFT systems was obtained, the
attackers monitored employee behavior, stole user credentials, and deployed specifi-
cally-designed malware named evtdiag.exe, an executable file designed to hide the at-
tackers’ activity by changing the logs on a SWIFT database. The malware targeted the
SWIFT Alliance Access application, bypassed its security controls, and removed evi-
dence in order to cover the tracks of their fraudulent transfers [17]. A total of 35 SWIFT
transactions worth $951,000,000 were made. However, only $81,000,000 of this was
successfully exfiltrated from the Bangladesh Bank’s account at the Fed Reserve in New
York. The transfers were made towards Philippine casinos bank accounts between Feb-
ruary 4 and February 5, 2016 [18].

The Far Eastern International Bank (October 2017). Attackers used malware to gain
access to and move through the bank’s internal network in order to infiltrate SWIFT
systems. Attackers then compromised employee credentials and used this information
to authenticate to the SWIFT Alliance Messaging Hub and issue a total of $60,100,000
worth of fraudulent transactions. Although it was initially understood that $500,000
was lost, the Financial Supervisory Commission (FSC) reported that the final amount
lost by Far Eastern Bank was $160,000. Following an investigation, it was found that
the bank’s security posture was not in line with the requirements outlined by Taiwan’s
banking law [19].



The NIC Asia Bank (October 2017). Attackers specifically targeted the bank during
the Hindu festival Tihar, one of Nepal’s largest holidays. According to reports,
$4,400,000 of fraudulent SWIFT transactions were issued during the heist. However,
NIC identified the suspicious activity and informed Nepal Rastra Bank (which is Ne-
pal’s central bank), resulting in the recovery of all but $580,000 of the $4,400,000 [20].

The main common factor amidst these incidents is the deployment of some type of
malware onto a bank’s internal systems. We can also see that attackers frequently pair
this with the compromise of user credentials. Overall, it can be concluded that none of
the attacks directly compromised the SWIFT network itself, and that they were fre-
quently the result of flaws in the security controls within the local targeted bank’s IT
environments. Another common element is the presence of some type of user error.
This should come as no surprise, as showed by the 2014 IBM’s Cyber Security Intelli-
gence Index, which reported that 95% of all cyber incidents recognize “human error”
as a contributing factor [21]. In fact, regardless of how resilient and strong a system is,
human error can nullify any security framework and architecture.

3.2 SWIFT new security architecture and blockchain experimentation

Previously mentioned cases of data breaches and hacks involving banks linked to
the SWIFT network have renewed the debate around SWIFT security and cyber resili-
ency.

As a countermeasure to the current cyber-threat landscape, SWIFT recently intro-
duced the Customer Security Program (CSP) to support SWIFT customers in securing
their local SWIFT infrastructure. This program requires that all customers implement a
set of mandatory and advisory security controls outlined within SWIFT’s Customer
Security Controls Framework (CSCF) [22]. The main focus of CSP is to isolate all
SWIFT systems into a secure zone. Without this type of security, attackers would have
the opportunity to access SWIFT systems from a variety of entry points across the gen-
eral enterprise network. With the implementation of all controls within CSCF, the at-
tack surface of the SWIFT infrastructure is considerably reduced, removing a wide
range of attack paths that could previously be exploited. However, CSP remains a com-
pliance challenge, and as such it cannot be relied upon alone to mitigate and prevent
the compromise of these complex payment systems. Within the CSP document itself,
it is stated that CSP should not be considered an exhaustive approach to security and it
does not replace a well-structured security and risk framework.

In April 2016, SWIFT and global consulting services company Accenture released
ajoint report that looked at the use of distributed ledger technologies (DLT) in financial
services. Specifically, the paper acknowledged some strengths of the blockchain like
efficient information propagation, traceability, simplified reconciliation and high resil-
iency [23]. In March 2017, SWIFT revealed that they had finished the Proof of Concept
phase of its own distributed ledger prototype. According to SWIFT’s R&D head Da-
mien Vanderveken, blockchain’s implementation would require a significant infra-
structure overhaul for banks that had already invested in centralized solutions. “A



substantial number of banks would have to drastically modernize their systems before
they could turn to a blockchain-based system for their cross-border payments™ he said.
Reportedly, the testing involved the creation of 528 sub-ledgers for 28 participating
banks to avoid confidential information being revealed to rivals. All of the SWIFT
members, thousands of banks, would require 100,000 sub-ledgers to be established,
which is technically and economically burdensome, inefficient and presents mainte-
nance issues [24].

4 Blockchain and cybersecurity

It is common sense that blockchain can help fortify the cyber security landscape.
The potential of a strong, decentralized security proposition which represents an alter-
native to fully or partially-centralized systems that contain single access points of vul-
nerability is worth to be assessed and explored.

4.1  Security benefits of decentralization

With respect to the specific field of finance and payments, there are reasons to be-
lieve that blockchain features and applications can help deal with the type of malicious
tactics implemented in the aforementioned attacks.

DDoS risk mitigation and operational resilience. We live in an age where DDoS
attacks will only grow over time. Considering a rising number of unsecured loT devices
are connected to one another, the potential for DDoS attacks to creep in and overpower
an organization is very real. With the number of 10T devices in operation expected to
climb from around 8.4 billion in 2017 to 20.4 billion by 2020, according to Gartner
research [25], the ease of launching massive DDoS attacks will increase and no existing
system can address this problem unless it is truly distributed. That’s where the block-
chain solidly comes in handy. When it comes to a DDoS attack, the blockchain has
protections to ensure transactions can continue even if several nodes go offline. Multi-
ple blockchain nodes across many different institutions must be attacked to overwhelm
the full infrastructure. If several nodes are offline, nodes under attack can be made re-
dundant while the others continue working as usual, protecting the operational conti-
nuity of the whole system. The protocol recovers as nodes are brought back online and
are re-synched to ensure that consistency and integrity is preserved [26]. Several block-
chain startups have even claimed that they are able to protect against DDoS attacks by
allowing users in a network to rent out their extra bandwidth to support networks who
are being overloaded with traffic as a result of an attack [27].

Improved data validation and hacks prevention. Million new forms of malware are
created every year [28]. They are often difficult to spot and come as a software down-
load or a phony application update. Settings such as automatic updates can inadvert-
ently include malware. The blockchain has the capacity to assign unique hashes to
downloads and updates. This allows users to compare the hash on their would-be down-
load with the developer’s hash to significantly reduce the chances of infecting their



systems with fraudulent, well-disguised malwares [29]. Furthermore, experts are rely-
ing upon blockchain technology to recognize invalid or potentially corrupt commands
and inputs. Data that is filtered through a decentralized network tends to be more trust-
worthy, as the multi-node security lends itself to greater verification and tamper pre-
vention. The use of advanced cryptographic techniques makes it more probable that
data is coming from correct sources and that nothing is intercepted in the interim [30].

Evolved identity authentication. The username-password login framework is rapidly
growing obsolete, as clearly shown by the ever-increasing numbers of compromised
user credentials [31]. As it currently stands, usernames and passwords for a given site
or application are stored in central databases that are vulnerable to the typical single-
point-of-failure hacking hazard. A superior method of digital access management is
definitely needed. One of the main features of the blockchain is that it doesn’t require
passwords because it relies on either biometric data or private keys and multi-step au-
thentication to verify the identity of a user. This kind of identity and access management
process makes it more difficult for hackers to enter the network and leave undetected,
preventing them the possibility to hide their tracks or erase records of their unwarranted
access. Combining the decentralized architecture of the blockchain and the biometrics
on the mobile device, this multi-signature/multi-factor authentication model is a more
secure mean of granting access to a network, assigning digital identities not only to
users but also to each device registered on the network. Only a combination of the au-
thenticated user and device can provide an entry to the data [32].

4.2 Security issues of decentralized systems

In spite of all the points made above, someone could argue that Bitcoin and crypto-
currencies have been the ultimate hacker honey pot for many years now, with many
renowned cases of cyber-theft connected to them [33]. It is very important to highlight
that this argument is inconsistent with this paper’s topic of discussion, as it only relates
to the operational usability of cryptocurrencies exchanges, private wallets security and
secure storage of cryptographic keys. It has nothing to do with the blockchain technol-
ogy core network integrity and security. Actually, “Bitcoin Core” — the Bitcoin’s open-
source blockchain software underpinning - to date has successfully withstood cyber-
attacks for many years [34]. Having cleared that up, there is no doubt that decentralized
systems like blockchain are not per se immune to any issue regarding cyber security.

Consensus mechanisms alteration. The blockchain is updated via the consensus pro-
tocol that ensures a common, unambiguous ordering of transactions and blocks and
guarantees the integrity and consistency of the blockchain across geographically dis-
tributed nodes. Since the consensus model maintains the sanctity of data recorded on
the blockchain, it is important to ensure that it functions correctly in normal as well as
adversarial conditions. In other words, a blockchain based system is as secure and ro-
bust as its consensus model [35]. Especially in a permission-less setup, the number of
nodes is expected to be large, and these nodes are anonymous and untrusted since any
node is allowed to join the network. Consensus mechanisms for such a setup need to
account for maliciousness: particularly Sybil attacks, which can allow a single user to



generate several online identities to influence and manipulate the consensus process.
Dominance can also be achieved by other means, as consensus round outcomes can be
manipulated by a single or group of entities that is able to control the majority of the
hash rate. In such a scenario, the attacker would have enough mining power to inten-
tionally exclude, reverse or modify the ordering of transactions [36]. However, the key
problem a hacker would need to solve to create a 51% attack is acquiring the majority
of the power that supports that specific blockchain. This process becomes increasingly
unlikely as the dimension on the blockchain network grows. The bigger the network,
the stronger the protection against attacks and data corruption. With the rising price of
Bitcoin as a currency, numerous new miners entered the system aiming to compete for
the block rewards (currently set as 12.5 BTC per block) [37]. Such a competitive sce-
nario is one of the reasons why Bitcoin is perceived as being highly secure. At least this
is what conventional wisdom currently asserts: the mining protocol is incentive-com-
patible and secure against colluding minority groups, as it incentivizes miners to follow
the protocol as prescribed (they have no incentive to invest large amounts of resources
if it is not for acting honestly and striving to receive the block reward). Nonetheless,
recent scientific paper shows that even a 25% share can incentivize selfish miners to
join the set of colluding nodes, presenting an attack with which colluding miners' rev-
enue is larger than their fair share and thus challenging the widespread 51% notion [38].

4.3  Operational challenges for blockchain implementation in payment
infrastructures

It needs to be understood that the undeniably great cyber resiliency potential of the
distributed ledger technology is not automatically applicable to the very complex and
articulated modern payment infrastructures.

As previously discussed, not all blockchain networks are equal, and a particular net-
work’s robustness largely depends upon its diversity and number of nodes and its hash
rate. We have seen that the maximum degree of security is provided by public, sizable
and globally distributed blockchains like the Bitcoin’s one, whose number of full nodes
validating its transactions is close to 60,000 - according to prominent Bitcoin Core de-
veloper Luke Dashjr [39]. However, implementation of such distributed public net-
works must be evaluated on a large scale. If blockchain technology could be deployed
on a large scale for payments, it would improve the level of security significantly, but
it is evident that a fully open and public blockchain infrastructure is, at the current state
of the art, not entirely applicable to the field of interbank cross border payments. Main
reasons for this are issues related with redundancy, scalability and data sharing, which
ultimately lead to inevitable inefficiencies that could make blockchain overall inferior
to alternatives, including existing systems. Current claims that public ledger platforms
can conduct financial transactions more efficiently ignore the inefficiencies associated
with the huge computational power that is needed to maintain a widely distributed
ledger (one study found that the electricity wasted in Bitcoin mining is comparable to
the average electricity consumption of Ireland [40]). In addition, the feasibility of using
a public blockchain employing a Proof-of-Work consensus for a high volume of
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payment transactions still remains a big question mark, as demonstrated by the low
amount of transactions per second supported by Bitcoin if compared to the VISA or
MasterCard numbers [41]. Finally, blockchain experimentation conducted by the
SWIFT organization showed how incompatible is confidential data privacy protection
with a public ledger implementation: real-banking and financial institutions praxis
would require the establishment of thousands of private small sub-ledgers [24], which
is technically and economically burdensome because of operational and maintenance
issues and, most of all, partially nullify the security benefits of large distributed ledgers.

5 Conclusion

In the present-day cyber-threat landscape, attacks on SWIFT systems have been the
focus of advanced persistent threats. Specifically-designed malwares and advanced tac-
tics are used to achieve the goal of performing fraudulent financial transactions. As
with most compromises, the root cause of vulnerability will frequently remain human
error, whether this error be made by administrators in a configuration file, developers
in their application code, or employees being deceived into opening a malicious email
attachment. In this respect, blockchain solutions have the potential to help mitigating
this fundamental flaw in security (i.e. human error), due to their inherent trustless, au-
tomated operational structure. Blockchain is decentralized by nature, which means
there is no single point of penetration for hackers to invade, no centralized weak points
to exploit as the information never passes through a single server. It also offers im-
proved capacity to recognize invalid or potentially corrupt commands and inputs, and
enhanced data validation and identity authentication. In other words, with blockchain
systems in place of legacy ones the window of opportunity and the attack surface for
hackers are significantly reduced, whereas room for human error impact is kept as min-
imal as possible.

However, one thing is assessing and recognizing security benefits of this new tech-
nology, another thing is implementing its features in the extremely complex modern
payment infrastructure. SWIFT has been so successful and widely adopted over the
years because it offered a standardized solution completely tailored to the technical and
operational demands of existing financial institutions. It should not be taken for granted
that this will be the case with blockchain. Recent SWIFT’s own distributed ledger ex-
perimentation demonstrates that there is interest around this new emerging technol-
ogy’s potential, yet its implementation presents quite a few areas of criticality. This
includes, firstly, the trade off between the level of resiliency, integrity that a fully open,
public, sizable chain like Bitcoin (which should be assumed as a central point of refer-
ence security-wise) ensures and the actual impossibility to adapt anything remotely re-
sembling it to the existing cross-border digital payment management system. One of
the reasons why being the fact that banks can’t allow confidential information being
revealed to rivals. This creates the need to implement a number of private ledgers,
whose network size and inherent consensus mechanism does not necessarily grant the
type of security and operational resiliency that characterizes a public chain.



11

It is for all these reasons that a step in the direction of a necessary reconciliation
between blockchain systems and banks systems interoperability needs to be made be-
fore being able to exploit the great cybersecurity potential of the new decentralized
paradigm. Furthermore, technology improvements on the scalability and energy con-
sumption sides must occur before blockchain can be considered ready to be efficiently
used. It is highly likely that, rather than completely replacing all major financial pro-
cesses, the blockchain model will instead take its place beside and integrate with exist-
ing systems.
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